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The Problem: companies are not protected &
against the increasing number of cyber attacks

Recent proof this crisis is accelerating

Bloomberg
SharsPaint Hacks Turn Up Heat or Nothreat's Web and loT Al
Cybersecurity plattorm

have detected
§Z) CYBERSECURITY DIVE and prevented every

Hackers exploiting critical vulnerability in

Windows Server Update Service one Of these attaCkS
24 October 2025 ( > before damage occurred

22 July 2025 ( )

P NOTHREAT"

Washington Post confirms :
Detect. Protect. Neutralize.

data breach linked to Oracle hacks

7 November 2025 ( )
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https://techcrunch.com/2025/11/07/washington-post-confirms-data-breach-linked-to-oracle-hacks/
https://www.cybersecuritydive.com/news/hackers-exploiting-critical-vulnerability-windows-server-update-service/803810/

UK-Engineered Cybersecurity

Delivering Breach Elimination and Cost Savings

Proven results

Superior Protection

Operational Efficiency
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Frictionless Adoption

>10x better protection
compared to current players
at near-zero incremental
costs

Protection against zero-day
attacks

Unigque and personalized
threat intelligence data

PRIVATE & CONFIDENTIAL

CISO time saved without
false positives

Analyst time saved with
first response reports

Scalable in the
organization over time

No changes to the
current infrastructure

Deployment within a
week
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Use cases: $1B+ companies across industries use Nothreatto %
strengthen Web services security

From December 2024 to July 2025, Nothreat consistently outperformed leading NGFW solutions, blocking over 9x more
attacks, even as threat volumes increased. It also blocked 50x more malicious IPs for customers during this period, with
zero known false positives.

attacks blocked by a top-
tier firewall without Nothreat

o

Measurement dates: March, June, and July 2025. Weekly variation typically ranges from -25% to +25%. A standard deployment includes
3-5 Nothreat CyberEcho Clones, the CTEM platform, and 1-2 Nothreat ThreatShield threat feeds integrated with the companies existing firewalls
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Use Case: First MS SharePoint Zero Day Attacks Detected w
and Prevented 40 Days Before the CVE was Published

Nothreat Detected and Prevented First Attacks against a client in June, 2025

Attack Chain:

CVE-2025-49706 =» CVE-2025-49/04 = CVE-2025-53/70 = CVE-2025-53//1

Even with all four patches applied, attackers who had already obtained cryptographic keys could still maintain persistence.
Nothreat stopped all such attacks.

Traditional security failed:

- Firewalls allowed traffic by rule: malicious traffic was permitted under existing firewall rules

- Intrusion prevention systems (IPS) lacked signatures. Detection rules had not yet been developed, and creating effective
signatures typically takes several days after a threat is discovered

Nothreat CTEM Platform autonomously blocked the SharePoint “ToolShell” zero-day without any patching:

= 2025-06-09 14:09:27:126 (1749470967126) | who.src_ip:172. | who.src_port:29492 | who.dst_port:443 | who.user_agent:python-urllib3/1.26.14
1

what.desc:High risk attacker with IP 172. , as It has not been recog

extra.request_dump:GET /_layouts/15/Authenticate. aspx HTTP/2.0\r\nHost: staging. azertelecom.az\r\nAccept: */*\r\nAccept-Encoding: gzip, br\r\nCdn-Lo
pcountry: US\r\nCf-Ray: 944085?42942f7of LAX\r\nF V:s:tor {scheme “https’ }\r\nUspr A(ent python-urllib3/1.26.14\r\nX- Forwarded-For: 82. \

QXtra geo locatlon US extra form data “‘E..:‘;;:‘»‘;\TI':',_F': -" ) "‘:'.’ }—‘ " .';Vf".,' ." -:,' ,". \.—:T ;‘,‘- a1 a1 ‘ "z \’ .‘ O AL .’51.

' AL 1[
N D T R L e TRTI, AT AT, L ST ST L ~~;‘:.-:;-»‘.r._'.u:\*i»'.‘\

= 2025-06-09 14:09:29:827 (1749470969827) | who.src_ip:162. | who.src_port:26198 ' who.dst_port:443 | who.user_agent:python-urllib3/1.26.14
2 :

what.desc:High risk attacker with IP 162. , as it has not been recog
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Web Use Case: MS Windows Server & Oracle Zero-Days w
Prevented

MS: Windows Server 2012 - Server 2025 - remote code execution. Oracle - hundreds had data leaks in October 2025

1. MS CVE-2025-59287: Autonomously prevented 1 day before the fix was published.
When our EU client’s Windows Server Update Service was exposed to this critical vulnerability, Nothreat Platform detected
malicious requests and automatically blocked the attacker’s IPs and request patterns at the firewall.

The attacker operated via a European hosting provider with crypto-friendly payment options.

SCORE: 9.8/10

2025-10-23 02:59:03:292 (1761181143292) who.src_port:38388 | who.dst_port:8081

who.user_agent:Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Safari/537.36 | what.text:Baithive Request Attempt
what.priority:1 what.title:Baithive Request Attempt  what.desc:Baithive Request Attempt = extra.geo_location:FR ' extra.form_data:

extra.request_text:POST /ReportingWebService/ReportingWebService.asmx {2 R L R0 (1] M RRERAVRORZT0 28 ol @ SoTVTa [ AN AN (ol g1 (=i & =T g Lo EOAYAY0AV AT
extra.geo_location_src:US | extra.response_status_code:404 ' timestamp:1761181143292

2. Oracle CVE-2025-61884:. Automatically prevented 5 days before the CVE was published by the Nothreat Platform,
using the same approach as above.

AR LR VAR RN TR P A R AT TE YRR YRR VIR RS (R [ R RN Rl who.user_agent:Mozilla/5.0 (Debian; Linux x86_64; rv:123.0) Gecko/20100101 Firefox/123.0

1 extra.form_data:redirectFromJsp=[1],getUiType=[<?xml version="1.0" encoding="UTF-8"?>\r\n<initialize>\r\n <param name="init_was_saved">test</param>\r\n <parai
<param name="ui_def_id">0</param>\r\n <param name="config_effective_usage_id">0</param>\r\n <param name="ui_type">Applet</param>\r\n</initialize>]

extra.request_text:POST /OA_HTML/configurator/UiServiet
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https://nvd.nist.gov/vuln/detail/CVE-2025-59287
https://nvd.nist.gov/vuln/detail/CVE-2025-61884
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loT Use Case: Nothreat is working with Lenovo to embed w
the AloT Defender on the latest Edge devices

Implementation of the loT defender will equip Lenovo devices with building security eliminating critical threat exposure at device level

e ———— T —
Al driven protection of Delta Telecom Web-Portal - P

ot 1), 4% NOTHREAT
: i AloT Defend

=mEe |

Featured by Lenovo

[ N

Nothreat has piloted the protection of Lenovo

ThinkEdge SE10 - the edge computing device for “Nothreat's solution represents a significant leap forward in loT
. 't /4
decentralized networks. e
Runs on 2MB RAM and <2% of CPU. Rasim Bakhshi Lenovo

Director at Lenovo Global Technology

Springer Research Paper
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https://link.springer.com/article/10.1007/s10489-021-03077-9

"Preemptive cybersecurity solutions are
key in the Al race” - Garnter, 2025

Nothreat is fully aligned with “three Ds" of preemptive cybersecurity — Deceive, Disrupt, Deny

! ..solutions that lure or
misdirect an attacker away
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“Changing the attack surface
dynamically so attackers are
faced with shifting and

from true assets.” Deceive unpredictable targets.”
G Nothreat CyberEcho
artner
9 ® ® ® Advanced Automated P . .
DOI‘I t Delay in B“lldlng MsElRrTERE R E raEk cyber moving target Using analytics and multiple
P t, hide or gloak syt ! deception defense threat-feeds to anticipate
adversary intent and act
reemp ive elements so attacks can bef t¥ K M
Cvb i be denied their target.” STOre attacKs OCCUr.
vybersecurity - N ,
o Nothreat Mirage Advanced Predictive Nothreat ThreatShield
so' Ut I ons art of AloT Defender obfuscation NOTHREAT : threat
P intelligence Nothreat Al Analyzer
Gartner warns tech product leaders of the potential for Preemptive
damaging market-share losses if they fail to develop cybersecurity Nothreat AloT Defender
preemptive cybersecurity solutions.
By Carl Manion | July 31, 2025
Automated
Deny exposure Disrupt
management

Read full article

"Continuously assessing exposures
and using automation to prioritise and
remediate before compromise.”
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https://www.gartner.com/en/articles/preemptive-cybersecurity-solutions

The First Autonomous Self-Learning Al Cyber Defense w
that instantly stops zero-day threats at the EDGE

Nothreat operates as an additional layer to existing security platforms, delivering full protection

with cost-effective, frictionless implementation

NOTHREAT
Al PLATFORM

SaaS / On-Premise

Watch the Nothreat™

> 90-sec Video

PRIVATE & CONFIDENTIAL

&

Nothreat™ CyberEcho

Monitors web traffic to detect
suspicious activity and advanced
persistent threats.

o- )
o’b‘o

Nothreat™ ThreatShield

Blocks live cyberattacks
connected to your firewalls at the
edge using real-time threat
intelligence.

oy

Nothreat™ Al Analyzer

Generates statistically precise
human-friendly security reports
using Al. Data never leaves DMZ.

©)
=

Nothreat™ AloT
Defender

Embedded Al firewall that
protects loT devices with minimal
memory and CPU usage.

AVA
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Nothreat™ SIEM

A powerful, scalable Security
Information and Event
Management Platform.

8 8
o)
8 8

Nothreat™ Intelligent
DNS

Protects users by intercepting
and analyzing DNS queries to
stop threats before connection.


https://www.youtube.com/watch?v=iiVKVMHvBt0
https://youtu.be/iiVKVMHvBt0
https://youtu.be/iiVKVMHvBt0

Nothreat offers three Al defense solutions
that can run on-premise which are vendor agnostic

Each solution is developed to scale with short implementation time, it can be sold as a package or individually

CyberEcho & ThreatShield
Web/SaaS apps, APIs, VPNS,

firewalls, Cloud Services, ADFS, etc.

Seamless Integration. >3x
real-time cyber protection.

- Effective against even zero-day attacks

- Detected ransomware hours before
production impact

- Recent use cases show 9-11x boost

- Realistic decoys lure attackers — without
impact production services

- <1% False Positives — less alerts

- Real-time specific threat feeds for orgs

PRIVATE & CONFIDENTIAL

AloT Defender

Edge devices, |oT/IloT, drones,
vehicles, industrial control systems

Unmatched Protection.
Minimal Footprint.

« Protects previously unprotected devices,

including zero-day vulnerable systems

 Self-learning Al runs on just 2MB RAM,

perfect for edge and embedded environments

« Reaches >97% detection accuracy in 12

minutes—from zero knowledge to full
protection

« Fully autonomous defense—no human input

required

AVA
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Al Analyzer

SecOps, Analysts, Cybersecurity
Experts, and IT teams

Investigate any Alert
in Seconds.

« Turns chaos into clarity. Insights on 1000s of
real-time attacks within seconds

 Private by design. Data never leaves your
perimeter. No third-party integrations.

- Statistically accurate. Unlike other known
LLMs on the market

« Native for Nothreat Platform, but with no
vendor lock-in

- Always on. 24/7 adaptive protection

10
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Nothreat provides world-class tactical threat intelligence
for experts and management

Nothreat delivers deep technical insights for Cybersecurity Teams—while automatically generating simplified, high-impact
reports with key metrics for Senior Executives

Insights Platform (For Management)

PRO Interface (For Security Analysts)

& NOTHREAT™

Y croactive Defense AttaCk TypeS )] 3 Lev Zabudko ' I O TI 'R E a T o\ <g> c’ lll' ‘/ﬂi Q Q
82 Overview Explore Visualize RT Map Dashboard Reports System demoadmin
Time:  Last24 Hours ~ Onlyactive: @) Onlywithattacks: (JJ) Traps:
il FiAGs Mouttoting g Attack Sensors Overview vy ™ 'm @& v whatpriorityis ("3""4"'5") 5
Low Priority Medium Priority @ High Priority Security Events O Bvete 1 20708 8 A 207 2025-04-2501:00:03:201  |B36EIAIES ~
- y-events_L. P 2025-04-26 00:59:50:037  /took 1 ms ¢
>
49 31 8 6 03 AM 06 AM 09 AM 12 PM 03 PM 06 PM 09 PM Sat 26
ark Theme
= o e (@R « | From 20050425210224940  357its
65.0% 34.7% To  2025-04-2521:17:35:968  took 2 ms
Attacks > . cr I bl La L
09:03 09:04 09:05 09:06 09:07 09:08 09:09 09:10 09:11 09:12 09:13 09:14 09:15 09:16 09:17
pAVSKY Trap Event Baithive Payload never seen before 6 Probably Human Attacker Detected 2025-04-25 20:59:34:424 S -
- 8m 6s 541ms 200 events v 20250425 21:07-40-965 | rields Union
WFEN  Baithive Request Attempt Fuzzing attack T B | | 1= T =
irce N 0
ey st vt | Country specific targeted attack = id 7114fc77-8661-49de-04F1-ecabele3d418
) 7 who.src_ip 94.26 XX XX
who.src_port 63140
who.host_public_ip 217.119.2xx.xx
who.dst_port 443
NOTHREAT" who.source trapper
Hroaaitzaipetangs Dashboard B ﬂ Lev Zabudko who.dst_ip 0.0.0.0
- who.user_agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/115.0.0.0 Safari/537.36 Edg/115.0.1901.203
88 Overview what.text Baithive Payload never seen before
Time: Last 24 Hours v Only active: ® Onlywithattacks: @ Compare: DoD None Traps: Al v What.p"o“ty 3 -
dl Traps Monitoring what.title Baithive Payload never seen before
what.desc Attack with payload which is never seen before: password=[Password123],Login=[Login],tgroup=[],next=[] tgcookieset=[],csrf_token=[22a39127733625b1c09f321b28ed0219e9ec754d)],group_list=[CISCOCONNECTSEEASSECO],username=[voicemail] for request_text: P
(=] Attack Types Alerts Attackers Blocked Attacks Observed OST /+webvpn+/index.htm|

522

Switch Pro Interface

1986

50146

where.source
when.generated
when.received
when.forwarded

217.119.2%x.Xx
1745611387901
2025-04-25720:03:07.8082
2025-04-25720:03:07.794Z

e T T YY) =) extra.request_dump POST /+webvpn+/index.html HTTP/1.1\r\nHost: 217.119.2xx.xx\r\nAccept-Encoding: gzip, deflate, br\r\nConnection: close\r\nContent-Length: 163\r\nContent-Type: application/x-www-form-urlencoded\r\nCookie: CSRFtoken=22a39127733625b1c09f321b28ed0219%e
Dark Theme 1% 9ec754d\r\nUser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML like Gecko) Chrome/115.0.0.0 Safari/537.36 Edg/115.0.1901.203\r\n\r\n
B Medium Level 447 China 560 B Lowlevel 49319 exlra.geo_location NL
B Low Level 73 . B Medium Level 821 extra.pulled_from local_db
: S saitia Bes : extra.references 8a4f3368-da07-4911-88a3-1a8c4fa8h21d
High Level 2 = United States 16 High Level 6 exlra.origin correlator , .
extra.origin_rule correlator/Baithive_New_Payload_Statistic
¥ Azerbaijan 233 extra.host_ips_0 127.0.0.1
extra.hostname c6ade2065739
By, 192 extra.form_data password=[Password123] Login=[Login] tgroup=(] next=[] tgcookieset=[],csrf_token=22a39127733625h1c09f321h28ed0219e9ec754d] group_list=[CISCOCONNECTSEEASSECO] username=|voicemail|
e extra.host_ips_1 =
2% United Kingd 125 =E5= .
ki extra.request_text POST /+webvpn+/index.html 7~
= Rwanda 77 extra.response_dump HTTP/0.0 200 OK\r\nContent-Length: 0\r\nCache-Control: no-store\r\nContent-Security-Policy: default-src 'self' 'unsafe-inline' 'unsafe-eval' data: blob:; frame-ancestors 'self’; base-uri 'self’; block-all-mixed-content\r\nContent-Type: text/html; charset=utf-8\r\§ Séhyér: A
pache/2.4.49 (Ubuntu)\r\nSet-Cookie: webvpn=; expires=Thu, 01 Jan 1970 22:00:00 GMT; path=/; secure webvpn_as=; expires=Thu, 01 Jan 1970 22:00:00 GMT; path=/; secure webvpnc=; expires=Thu, 01 Jan 1970 22:00:00 GMT; path=/; secure webvpnlogin=Hss€ure\
» Philippines 68 r\nStrict-Transnort-Security: max-ane=31536000" includeSubNDomains\rinX-Frame-Ontions' SAMFORIGIN\r\nX-Pawered-Bu: PHP/5 A dD\r\nX-Xss-Pratection 1\r\n\r\n
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Nothreat benefits from real-time built-in crowd immunity to
secure the devices and web

Threat information is gathered continuously, automatically correlated with A
our databases and Al (<10 ms), and updated to all connected firewalls and
Edge/loT Devices
Adversary
Description l S—
- i - /i . C s existi
Adversaries attack Traps and Web Services Firewall w‘i\?‘fﬁy s existing )
. . . . Any vendor
going through the firewall. Making the real
asset invisible to bad actors. Allvequests l l ———
no filtering with ThreatShield
- The firewall blocks malicious connections to Nothreat™
: . . CyberEcho
real services but does not apply filtration for Web/IoT traps
Nothreat™ CyberEcho traps. . Website
- REST API
- Database
- Traps send attack attempts to the Nothreat™ - - Edge/loT Device
: : : . Oth
Platform for threat intelligence. The firewall other
connects to the Platform via v ) o ) o
. : Nothreat™ CTEM Platform + ThreatShie
Nothreat™ Threat Shield to update block lists Erevies 2 T et el feeres Fesis
and to share the Iogs. WW Crowd-Immunity + Country-Specific

along with the Company Specific

PRIVATE & CONFIDENTIAL
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Competition: Nothreat has the most technologically w
advanced security platform available in the market

It is the only company that provides a fully autonomous loT firewall combined with tailored intelligence capabilities

Web Applications Protection

Deception, Threat Intelligence, Autonomous Threat Prevention, Al

While competitors address fragmented security gaps with point solutions,
Nothreat provides a unified pre-emptive platform that integrates deception-
based personalized intelligence, precision Al, and automated enforcement.

Nothreat delivers tailored preemptive security without any changes to the
existing infrastructure.

Deception ACALVIOD» N/E\H L\{Q ©

COMMVAULT

A SentinelOne Company

Threat Intelligence  SOCRadar -l:|-Recorded Future’ splunk>

AlforsoCs DARKTRACE /o prophet VECTRA

PRIVATE & CONFIDENTIAL

Connected Devices Security

Edge devices, |oT/lloT, drones, vehicles

Nothreat secures loT ecosystems with adaptive, on-device
Al that delivers tailored pre-emptive protection. Our
platform is purpose-built for resource-constrained
environments, providing autonomous security that operates
at the edge without relying on cloud connectivity. Features
that are unmatched by the competition.

& exeln © STERNUM

SECRE-iC Mo o

@ CLAROTY
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Nothreat in the Media

PRIVATE & CONFIDENTIAL

Nothreat Strikes
Partnership with
Azerbaijani Number
One Football Club
Qarabag FK

Read Press Release

Nothreat is the official
Cybersecurity Partner
of Pafos FC,

Champions of Cyprus

Read Press Release

Cybersecurity

2. Nothreat

TECHROUND TEAM
October 30, 2025

Read Press Release

#2 in TechRound'’s Top 40
Cybersecurity Companies of
2025.

"I was impressed by those
companies using Al to solve
cybersecurity challenges in new
ways. Standouts included
Nothreat, using Al for
autonomous threat detection.”
— Chris Newton-Smith,
Cybersecurity40 Judge and
CEO of IO

AVA.
wy

Read Press Release

#3 place in ADIB UAE
Cybersecurity Innovation 2025
Challenge, delivered in
collaboration with the DIFC
Innovation Hub and the Cyber
Security Council.
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https://nothreat.io/press-and-news/nothreat-protects-qarabag-fk
https://nothreat.io/press-and-news/nothreat-and-pafos-fc-strategic-collaboration
https://nothreat.io/press-and-news/nothreat-protects-qarabag-fk
https://www.linkedin.com/in/chris-newton-smith/
https://nothreat.io/press-and-news/nothreat-protects-qarabag-fk
https://www.linkedin.com/company/innovationhubdifc/
https://www.linkedin.com/company/innovationhubdifc/
https://www.linkedin.com/company/cscgovae/
https://www.linkedin.com/company/cscgovae/

NOTHREAT

Deceive. Detect. Neutralize.

Contact Us

Upgrade to Proactive Cybersecurity

engage@nothreat.io https://nothreat.io 307 Euston Road, London, UK, NW13AD
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